
This Privacy Notice explains what personal data we will collect and how we will use it.

Privacy

This User Privacy Notice (“Privacy Notice” or “Notice”) was last updated on 6th June 2018. This

Privacy Notice may vary from time to time so please check it regularly.

This Notice describes the types of information collected, how that information is used and disclosed,
and how you can access, modify, or delete your information.

Land Securities Properties Limited (company number 961477) whose registered office is at 100

Victoria Street London SW1E 5JL ("Landsec",“we”, “us” or “our”) is the ‘data controller’ for the
personal data we collect. We are registered with the Information Commissioner’s Office with
registration number Z5806812.

Where you are submitting an application on behalf of a candidate you shall only do so provided that
you have the candidate's authority to provide their Personal Data and have made them aware of the
conditions of processing in accordance with the terms of this privacy notice.

Landsec will collect and process the following personal data about you:

• Information that you provide to us- this includes information that you give us by registering on this

site, accessing/submitting any applications, using any of the services provided on this site, and/or
through offline means. This is likely to include your name, email address, postal address, phone

number, qualifications, employment history, credit history, driving license, your right to work in the UK,
information obtain from public records, other application details and your resume/CV;

For equal opportunities monitoring we also collect information relating to your ethnicity; age; gender;

disabilities and sexual orientation – however, this information is not mandatory and you do not need to
provide us this.

• Information we obtain from other sources- we will obtain information about you (such as details
of your suitability to work with us, your past performance at work, your character, verification of the

information that you provide to us, and if legally permitted, any history concerning criminal
convictions) from third-party references that you provide to us, from your previous and/or current
employers, and from third-party background checking services.

W ew illrequirebasiccrim inalreferencechecksforallcandidatesw hoareofferedem ploym ent,and

w ehavepoliciesinplacetoensurethatany inform ationcollectedw illbeprotected.

We refer in this Privacy Notice to the information about you that we hold as “Personal Data.”

Uses of your Personal Data

Your Personal Data may be stored and processed by us for the following purposes:

• to consider your job application (including, in some cases, verifying your qualifications and

references with those third parties you name);
• to notify you of relevant job vacancies with Landsec that you may be interested in, in the future;
• to comply with legal/regulatory requirements; and

• to ensure diversity and equal opportunities within our recruitment practices

We are entitled to use your Personal Data in these ways because:



• we need to in order to consider you for a position at Landsec for the purposes of entering into an
employment contract;

• we have legal and regulatory obligations that we must discharge; or
• the use of your Personal Data as described is necessary for our legitimate business interests such

as ensuring that we undertake appropriate checks on the qualifications and experience that applicants
tell us they have.

Intheinstancesofspecialcategoriesofpersonaldatacollected,thedataiscollectedforsubstantial

publicinterest:
• to ensure diversity and equal opportunities within our recruitment practices;

• toprotectthepublicagainstdishonesty inrelationtocrim inalreferencechecksperform edaspart

ofourrecruitm entprocedures.

Disclosure of your information to third parties

We may share your Personal Data with third parties in the circumstances below:

 to our service providers (for example, the providers of our HR system and recruitment module; the

party who provides e-contract signature; and the third parties used to make checks on

qualifications and experience) for the purposes of providing services to us. These third parties will

be subject to confidentiality requirements and they will only use your Personal Data as described

in this Privacy Notice;

 to the extent required by law, for example if we are under a duty to disclose your Personal Data in

order to comply with any legal obligation or to establish, exercise or defend our legal rights.

 to sell, make ready for sale or dispose of our business in whole or in part including to any

potential buyer or their advisers;

 where we are required to do so by law, court order or other legal process;

 where, acting in good faith, we believe disclosure is necessary to assist in the investigation or

reporting of suspected illegal or other wrongful activity. This may include exchanging information

with other companies and organisations for the purposes of fraud protection and credit risk

reduction;

Automated Decision Making

Automated decision-making takes place when an electronic system uses personal information to
make a decision without human intervention.

We are allowed to use automated decision-making where it is necessary for entering into a contract

with you. We use automation to reject applications submitted relating to applicants who do not have
the right to work in the UK. This processing is undertaken in order to comply with our legal obligations.

We also automatically reject applications relating to applicants under the age of 18 as we have
separate recruitment schemes to accommodate individuals applying between 16 to 18.

International transfers of Personal Data

Landsec has in place administrative, technical and physical measures designed to guard against and

minimise the risk of loss, misuse or unauthorised processing or disclosure of the personal information

that Landsec holds. We place similar obligations on our third parties and risk assess their security

based on the sensitivity of the personal data that they hold.



If Landsec transfers your personal information outside of the EEA, it will continue to be subject to one
or more appropriate safeguards set out in the law. These might be the use of model contracts in a

form approved by regulators, or having our suppliers sign up to an independent privacy scheme
approved by regulators (like the US ‘Privacy Shield’ scheme).

Landsec uses Workday to process its recruitment applications, which are located in the USA.

Workday is Privacy Shield certified and provides Landsec with assurances that the data is held
securely in accordance with international standards of information security.

Retention of Personal Data

How long we hold your Personal Data for will vary. The retention period will be determined by various

criteria including:

• the purpose for which we are using it – we will need to keep the data for as long as is necessary for
that purpose; and

• legal obligations – laws or regulation may set a minimum period for which we have to keep your
Personal Data.

Generally, we will look to keep your details within our system for 12 months to update you on any
other relevant positions that you may be interested in.

Your rights

Your duty to inform us of changes

Itisim portantthatthepersonalinform ationw eholdaboutyou isaccurateandcurrent.P leasekeep

usinform edifyourpersonalinform ationchangesduringyourw orkingrelationshipw ithus.

Your rights in connection with personal information

U ndercertaincircum stances,by law you havetherightto:

• S ubjecttocertainconditions,requestaccesstoyourpersonalinform ation(com m only

know nasa“ datasubjectaccessrequest” ).T hisenablesyou toreceiveacopy ofthepersonal

inform ationw eholdaboutyou andtocheckthatw earelaw fully processingit.Ifpossible,you

shouldspecify thetypeofinform ationyou w ouldliketoseetoensurethatourdisclosureism eeting

yourexpectations.Yourrequestm ay alsonotim pacttherightsandfreedom sofotherpeople,e.g.

privacy andconfidentiality rightsofotherstaff.

• S ubjecttocertainconditions,requestcorrectionofthepersonalinform ationthatw ehold

aboutyou.T hisenablesyou tohaveany incom pleteorinaccurateinform ationw eholdaboutyou

corrected. You alsohavearesponsibility tohelpustokeepyourpersonalinform ationaccurateand

uptodate.W eencourageyou tonotify usofany changesregardingyourpersonaldataassoonas

they occur,includingchangestoyourcontactdetails.T hisrightonly appliestoyourow npersonal

data.W henexercisingthisright,pleasebeasspecificaspossible.

• S ubjecttocertainconditions,requesterasureofyourpersonalinform ation.T hisenablesyou

toaskustodeleteorrem ovepersonalinform ationw herethereisnogoodreasonforuscontinuing

toprocessit. W em ay notbeinapositiontoeraseyourpersonaldata,ifforexam ple,w eneeditto

(i)com ply w ithalegalobligation,or(ii)exerciseordefendlegalclaim s. You alsohavetherightto



askustodeleteorrem oveyourpersonalinform ationw hereyou haveexercisedyourrighttoobject

toprocessing(seebelow ).

• S ubjecttocertainconditions,objecttoprocessingofyourpersonalinform ationw herew e

arerelyingonalegitim ateinterest(orthoseofathirdparty)andthereissom ethingaboutyour

particularsituationw hichm akesyou w anttoobjecttoprocessingonthisground.You alsohavethe

righttoobjectw herew eareprocessingyourpersonalinform ationfordirectm arketingpurposes.

• S ubjecttocertainconditions,requesttherestrictionofprocessingofyourpersonal

inform ation.T hisenablesyou toaskustosuspendtheprocessingofpersonalinform ationabout

you,forexam pleifyou w antustoestablishitsaccuracy orthereasonforprocessingit.

• S ubjecttocertainconditions,requestthetransferofyourpersonalinform ationtoanother

party. Ifyou exercisethisright,you shouldspecify thetypeofinform ationyou w ouldliketoreceive

(andw herew eshouldsendit)w herepossibletoensurethatourdisclosureism eetingyour

expectations. T hisrightonly appliesiftheprocessingisbasedonyourconsentoronourcontract

w ithyou andw hentheprocessingiscarriedoutby autom atedm eans(i.e.notforpaperrecords).It

coversonly thepersonaldatathathasbeenprovidedtousby you.

 W hereourprocessingofyourpersonaldataisbasedonyourconsentyou havetherightto

w ithdraw yourconsentatany tim e. Ifyou dodecidetow ithdraw yourconsentw ew illstop

processingyourdataforthatpurpose,unlessthereisanotherlaw fulbasisw ecanrely on– inw hich

case,w ew illletyou know . Ifyou w ithdraw yourconsent,thisw illonly takeeffectforfuture

processing.

Ifyou w anttoreview ,verify,correctorrequesterasureofyourpersonalinform ation,objecttothe

processingofyourpersonaldata,orrequestthatw etransferacopy ofyourpersonalinform ationto

anotherparty,pleaseem aildataprotection@ landsec.com

You w illnothavetopay afeetoaccessyourpersonalinform ation(ortoexerciseany oftheother

rights);how ever,w em ay chargeareasonablefeeifyourrequestforaccessisclearly unfoundedor

excessive.Alternatively,w em ay refusetocom ply w iththerequestinsuchcircum stances.

You canalsocontacttheInform ationCom m issioner'sO fficeviahttps://ico.org.uk/ forinform ation,

adviceortom akeacom plaint.

What we may need from you

W em ay needtorequestspecificinform ationfrom you tohelpusconfirm youridentity andensure

yourrighttoaccesstheinform ation(ortoexerciseany ofyourotherrights).T hisisanother

appropriatesecurity m easuretoensurethatpersonalinform ationisnotdisclosedtoany person

w hohasnorighttoreceiveit.

Form oreinform ation,pleasecontactthedataprotectionofficerondataprotection@ landsec.com

CHANGES TO THIS PRIVACY NOTICE

W ereservetherighttoupdatethisprivacy noticeatany tim e,andw ew illprovideyou w ithanew

privacy noticew henw em akeany substantialupdates.W em ay alsonotify you inotherw aysfrom

tim etotim eabouttheprocessingofyourpersonalinform ation.




